DENIM I GROUP




DENIM IQY; GROUP

Building and Securing Enterprise Applications

Services Areas

5 o Secure Software Development Application Security
Fastest Growing Denim Group builds and integrates secure Denim Group security consultants are
Companies in America enterprise software applications Where Se-  trained and experienced developers with
curity and trust are a requirement. Offerings  knowledge of the software development
include: lifecycle and secure development strategies
Who We Serve to develop, assess and remediate applica-
o _"_ » Secure .NET and Java tion source code.
Financial Services Enterprise Web Applications
Banking rprise. ppiiC » Assessments & Penetration Testing
Insurance » Service Oriented Architecture . )
: » Security Code Reviews
Fealnoare - Portal Integration » 3" Party Product Review
Defense » Web Services .
Education : : » Remediation
: » Microsoft SharePoint ..
Entertainment Trusted Quality A » Training
i i > lruste uall ssurance .
Retail and Online Commerce ted y ASsur - Mentorship Program
Construction » Application Remediation
Energy » Load & Performance Testing
High Tech
Marketing / Creative
Geographic Reach
50% National / International
25% Regional Application Security — A Growing Concern

25% Local

For the better part of the last decade, information security professionals
have been locking down enterprise computing environments by secur-
ing infrastructure components - firewalls, routers, servers and operating
systems. An entirely new set of security challenges has arisen with the
demand for putting customer information online, many times via in-house
developed applications and databases.

Application-level security is a growing area of focus in both the application
development and information security fields. Moving beyond the infra-
structure focus of traditional information security practices, application-lev-
el security involves auditing the code and databases used in custom-de-
veloped applications. Denim Group works to develop secure applications
throughout the Software Development Lifecyle.



Why Denim Group?

A Strategic Approach to Building Secure Software

Denim Group’s Secure Development methodology addresses security at various stages
in the software development life cycle, as opposed to the traditional approach of scanning
or attacking completed code to review the application’s security state. Denim Group
addresses the organization-wide issues of software security using a risk-based approach
and OWASP’s Application Security Maturity Model.

Application Security Consultants are also Practicing Developers

Denim Group does not have separate development and security teams - they are one
and the same. Our developers’ working knowledge of the threats and countermeasures
encountered in the application security practice, as well as development strategies that fit
into the software development life cycle, provide the level of expertise needed to develop,
assess and remediate application source code.

A Trusted Workforce

Each member of the Denim Group team is an employee and not a contractor. Having a
tight core team allows us to invest in training and certifications, resulting in unparalleled
performance and consistency of execution. Additionally, every employee of Denim Group
undergoes thorough background checks that cover criminal, lawsuit, and credit history. A
large percentage of these employees are also ex-military and many have held the highest

government clearances available. g

Strong Strategic Relationships with Leading Application Rational.
Security Vendors

Through strategic relationships with leading software companies, Denim Group customers
have access to industry-leading scanning and protection software. Because of the
long-standing nature of the relationships with key vendors, Denim Group actively influences
the product features and regularly helps improve the fidelity of the scanners.

Thought Leaders in Secure Development Practices

Denim Group’s Principals and key team members are contributors to the application
security community on a national level and are regular presenters at national and
regional industry conferences. Information on upcoming presentations can be found
at www.denimgroup.com, A Denim Group-maintained security blog cultivates an open
dialogue within the community at http://blog.denimgroup.com.
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